COTS Methodology Checklist












Review the list and table below and compare it to the methodology being proposed and/or used by the system integrator (or combination of integrators) supporting your project.   The concepts and 
timeframes (phases) for each of the tracks of the implementation should be represented in the system integrator’s methodology and project plan.   Pay attention to timing and sequencing as well as 
concepts and activities.

	General Methodology requirements:

	1. Phases of work that are distinct and sequential (with only minimal overlapping activities/tasks from phase to phase).  An example of phases include:  Planning, Requirements, Design, Build, Final Test and Production

2. Clear concepts and deliverables per phase

3. Appropriate signoffs for key deliverables and appropriate signoffs at the end of each phase 

4. Comprehensive project approach including business processes, technology, project management, risk management and change management/training integrating all components as one project

5. Integrates business process approach across multiple functions addressing end-to-end business processes (avoid working in ‘silos’ defined based on small chunks of functionality)

6. Leverages the software to support driving future business processes ( software driven bpr  (avoid extended and separate ‘as is’ and ‘to be’ analysis without leveraging standard software functionality

7. RICE (Reports, Interfaces, Conversions, Enhancements/Extensions) requirements identified early and justified prior to development

8. Defines and manages technical architecture throughout the project

9. Engages user committee throughout the project, increasing involvement as project progresses

10. Assesses risk up front and manage risks and monitor key risk areas throughout the project

11. Assesses organization’s readiness for change and sponsors change management throughout the project

12. Establishes and leverages management sponsorship for decision making, issue escalation and steering committee discussions

13. Project plan that supports the methodology

14. Project plan that includes wbs, resource assignment, effort, start/finish dates, dependencies, milestones

	Role / Phase
	Planning
	Detailed Requirements
	Design
	Build and Test
	Transition / Cutover
	Rollout / Sustainment

	Business Process
	· Process owners have a  role in the project

· All existing process documentation inventoried
	· Define requirements based on business needs not on ‘that’s the way we do it today’

· Define 'to be' processes - leveraging standard software functionality - Do not do as is separate from to be and do not do to be from blank piece of paper.  Drive to fit the software

· Identify gaps and alternatives

· Define and ‘lock in’ scope

· Document requirements and scope
	· Detailed definition of configuration needed for processes 

· Document all configuration decisions

· Engage SMEs in discussions of  new processes, work arounds and new designs

· Demo functionality and processes for areas of concern

· Determine how gaps will be addressed - justified if requiring time and/or $$
	· Configure system and demonstrate business processes

· Document all configuration decisions

· Document and execute unit test scripts

· Document and address test results

· Document integration test scripts
	· Finalize configuration

· Document all configuration decisions

· Execute integration testing

· Document and address test results
	· Implement functional /business process help desk

	Application Development
	· Current application architecture documented
	· Define RICE requirements -  Assure all 'new' development is justified and limited to  those things that support meeting the goals of the project. Convert no history if at all feasible

· Define legacy system data cleansing strategy -   Begin legacy data cleansing as early as possible
	· Review existing RICE objects within DoD RICE repository

· Detailed design for all RICE components

· Establish priorities, assign difficulty, estimate effort and plan development of all RICE objects - Don't let any ‘required for go-live’ RICE components be deferred until later.
	· Build and unit test RICE components – follow development standards

· Document all development

· String test with transactions as complete

· Document and address test results
	· Integration test of RICE with business processes

· Document and address test results
	· Implement technical support help desk 

	Technology
	· System sizing completed/validated by third party

· Technical architecture defined for the project

· System set up
	· Define data strategy following standards and guides established by DoD

· Define and document all non-functional requirements

· Define security requirements (in general)

· Define network requirements 
	· Define security requirements by role and assign individuals to roles

· Order user equipment


	· Document system admin procedures

· Establish security profiles

· Install equipment

· Plan for non-functional requirements testing
	· Test security – sign ons

· Test network and network infrastructure (incl printers)

· Perform volume testing

· Perform stress test

· Evaluate system against non-functional requirements

· Engage software vendor or third party to review system
	· Implement system support help desk

	Training
	· Project team training plan
	· Project team gets trained
	· Define end user training requirements

· Define end user documentation and training materials standards
	· Plan end user training

· Establish training materials

· Establish end user documentation
	· Train end users
	· Additional training

· Training reinforcement

	Change Management
	· Organization readiness

· Communication plan

· Name project change champion
	· Define impact of 'to be' on organization

· Team building
	· Define 'to be' organization

· Identify gaps in skills

· Monitor knowledge transfer of team
	· Engage SMEs in discussions of  new processes, work arounds and new designs

· Engage key end users in unit testing and defining test scripts test scripts and testing

· Monitor knowledge transfer of team

· Team building

· Define user satisfaction measures
	· Measure training effectiveness

· Measure user satisfaction and address based on feedback
	· Assess user ability

	Project Management
	· Project plan

· Project org

· Roles and Responsibilities

· Resource plan

· Project standards: 

·    Issues management

·    Status meetings

·    Status reporting

·    Change control

· Kickoff
	· Manage project:

·    30-60 day detailed plans

·    Issues log review and f/up

·   Status meetings

·   Status reports

·   SC meetings

·   Change control
	· Manage project:

·    30-60 day detailed plans

·    Issues log review and  f/up

·   Status meetings

·   Status reports

·   SC meetings

·   Change control
	· Establish cutover plan

· Initiate go-live readiness

· Manage project:

·   30-60 day detailed plans

·   Issues log review and f/up

·   Status meetings

·   Status reports

·   SC meetings

·   Change control
	· Execute cutover plan

· Complete go-live readiness

· Manage project:

·   Issues log review and f/up

·   Status meetings

·   Status reports

·   SC meetings

·   Change control
	· Manage help desk and 

· Manage project:

·   Issues log review and f/up

·   Status meetings

·   Status reports

	Risk Management
	· Program assessed for risk

· Independent review of key team members and available project docs

· Risk mitigation plan developed
	· Manage risks

· Monitor project for risks
	· Manage risks

· Monitor project for risks
	· Manage risks

· Monitor project for risks

· Assess readiness for go-live
	· 3rd system readiness review

· Assess overall readiness for go-live
	

	Information Assurance Manager
	· Document Mission Need

· System mission, functions, and system interfaces.

· Operational Organization.

· Information category and classification.

· Expected system lifecycle.

· System users characteristics.

· Operational environment.

· Inform the DAA, the CA, and the user representative that the system will require C&A support; e.g., register the system.

· 
	· Prepare mission description and system identification.

· Prepare the environment and threat description.

· Prepare system architecture description and C&A boundary.

· Determine ITSEC system class and system security requirements.

· Identify organizations that will be involved in the C&A and identify resources required.

· Tailor the DITSCAP tasks, determine the C&A level-of-effort, and prepare a DITSCAP plan.

· Develop the draft SSAA 

· Conduct the certification requirement review.

· Approve final Phase I SSAA. 

· 
	· Update SSAA for Phase II

· System architecture analysis.

· Software design analysis.

· Network connection rule compliance analysis.

· Integrity analysis of integrated products.

· Life-cycle management analysis.

· Vulnerability assessment.

· Life-Cycle Management Documentation

· Computer Resource Management Plan (CRMP).

· Computer Resources Life-Cycle Management Plan (CRLCMP).

· Configuration Management procedures.

· Configuration audit procedures and reports.

· Software engineering procedures.

· Trusted distribution plans.

· Contingency, continuity of operations, and back-up plans.

· 
	· Update SSAA for Phase III

· Certification and Evaluation of the system

· Security Test and Evaluation.

· Penetration testing.

· TEMPEST and Red-Black verification.

· Validation of COMSEC compliance.

· System management analysis.

· Site accreditation survey.

· Contingency plan evaluation.

· Risk-based management review.

· CA Recommendation

· DAA Accreditation Decision
	· Update the SSAA for Phase IV

· System Operation

· System Maintenance

· System Security Management

· Contingency planning

· Change Management

· Support system configuration management

· Risk-based management review

· Compliance Validation

· Physical Security analysis

· Review of the SSAA

· Risk-based management  review

· Procedural analysis

· Compliance reverification
	· Continue Phase IV activities
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