Privacy Impact Assessment – SAMPLE of a completed questionnaire

Overview:

The Navy Enterprise Team Ships (NETS) program has conducted the development and planned implementation of the Navy Enterprise Maintenance Automated Information System (NEMAIS) project to fully comply with the Privacy Act (PA) of 1974, USC 552A as promulgated in DOD Directive 5400.11 of 13 December 1999 and SECNAV Instruction 5211.5D of 17 July 1992.  The purpose of NEMAIS is to provide standards business practices, enabled by a common information technology tool, to perform ship maintenance and configuration management at the organizational, intermediate and depot level.  The solution will integrate and automate the Navy maintenance management processes of financial accounting, work brokering, maintenance planning, scheduling, material ordering, labor charging, quality assurance, and personnel management.  It is a joint project between the Fleet and NAVSEA and involves several phases of implementation as it is developed and deployed at Fleet and NAVSEA repair activities and on board ships.  Although the focus of the project is ship maintenance, it does include a human resources management module and information regarding individuals performing ship repair work.  The reason that this information is included is to allow for proper planning of ship maintenance work by identifying employee availability and capabilities and to capture the total costs of ship maintenance work, including labor costs.  Inclusion also facilitates proper training and management of the ship maintenance work force, military and civilian.  
1. Generally describe the information to be used in the system in each of the following categories: Military Member, Civilian Employee, Support Contractor, Visitor, system users and Other. (hereafter referred to as individual[s]).

(a)  Civilian and Military Employees

Similar information will be used in the system for military members and civilian employees.  The information will be what is currently collected in order to plan and execute ship maintenance work and meet financial responsibilities at the ship and activity level, including labor costing. The difference is that it will be accessible from a central point in order to facilitate work planning, execution and tracking.  The information will include Name, Social Security Number, date of birth, grade and series or rank/rate, etc., of personnel; location (assigned organization code and/or work center code); hours assigned and worked, routine and emergency assignments, functional responsibilities, clearance, educational and experience characteristics and training histories, hire/termination dates; leave; physical handicaps and health/safety data where it pertains to qualifications and worker safety; and emergency contacts. The data collected will be used in planning work.  For example, to schedule an employee to perform a nuclear weld for a work assignment, we need:  his/her name, skill level, certification, leave schedule, work history, security clearance if the work is in a classified area,  his/her emergency contact data in case of an accident, safety information, and health information in case of injury in the performance of the work. 

(b) Contractor personnel and Visitors

Limited information on contractor personnel, including support contractors, will be retained in the NEMAIS solution such as: Name, Social Security Number, clearance level and organizational assignment.  This information is used to determine work area.  No information on visitors is collected. 

2. What are the sources of the information in the system? 

a. What files and databases are used? 

NEMAIS’ primary source of information is existing systems through interfaces from DOD and Navy legacy systems including:  

· Navy Enlisted System (NES); Naval Personnel Command/Bureau of Personnel (NPC/BUPERS)

· Officer Personnel Information System (OPINS); Naval Personnel Command/Bureau of Personnel (NPC/BUPERS)

· Defense Civilian Payroll System (DCPS); Defense Finance Accounting Service (DFAS)
· Qualification Tracking Management System (QTMS); Naval  Sea Systems Command (NAVSEA)
· Automated Training Management System (ATMS); Naval Sea Systems Command (NAVSEA)
· Occupational Safety and Health Record Keeping Medical Examination Scheduling (OSHRKS-MES); Naval Sea Systems Command (NAVSEA)
 The interfaces between NES, OPINS and QTMS are one way interfaces; they send data to NEMAIS but no data is returned.  In the case of DCPS, changes in tours of duty, civilian employee hours worked by job order, and civilian leave are recorded in NEMAIS and is pushed to DCPS.  In QTMS, NEMAIS sends a file of the individual and SSN number to obtain qualification information. Legacy systems users do not have access to NEMAIS.  The administrators of the legacy systems do not access to NEMAIS.   NEMAIS Phase A is extracting only that data that is required to support the functions listed above.

b. What Federal Agencies are providing data for use in the system? 

Navy and Department of Defense.

c. What State and Local Agencies are providing data for use in the system? 

None


d. From what other third party sources will data be collected? 

None

e. What information will be collected from the individual? 

Users will provide log on information via the system password request form; name, email, phone and reason for needing access.  Clearance data will be provided if accessing restricted information.  Individuals will enter the number of hours worked on a particular job, requests for training, and reports of injury.  Military personnel will also enter recall roster data; address, local and emergency contact information. 

3. For data collected from sources other than the subject employee/individual

a. How will data be verified for accuracy? 

b. How will data be checked for completeness? 

c. Is the data current? How do you know?

d. Are the data elements described in detail and documented?  If yes what is the name of the document?

Individuals have the ability to see their data and request corrections, they are encouraged to verify data for accuracy.  Phase A will also emphasize this process as a way to assure employees of the accuracy of the new system.  NEMAIS is also working with the organizations and individuals that currently collect the information in legacy that will be incorporated into NEMAIS.  This is to ensure that the data about individuals is accurate, current and complete.  These agreements and discussions are detailed in Memorandum of Agreement (MOA) between NEMAIS and the legacy system or process owner.   The following MOAs apply:

1.  Memorandum Of Understanding Between Program Manager, Navy Enterprise Maintenance Automated Information System (NEMAIS) And Director, Fleet Support Division, Naval Sea Systems Command (NAVSEASYSCOM)  Subj:  Concept of operations between QTMS & NEMAIS.  Status:  signed 11/01/01

2. Memorandum Of Understanding Between Program Manager, Navy Enterprise Maintenance Automated Information System (NEMAIS) Defense Financial Accounting System (DFAS) Arlington, Cleveland, Kansas City and Department Of Navy, subj:  SDA time and attendance, daily master employee record extract, biweekly master employee record/leave extract, gross pay reconciliation and daily costed labor.  Status:  Expected to be signed 5 Jun 02.

3.  Memorandum Of Agreement  Between Program Manager, Navy Enterprise Maintenance Automated Information System (Nemais) And Naval Shipyard Strategic Planning Naval Sea Systems Command (04X2E) And Naval Shipyard Business Information Manager Naval Sea Systems Command (04X2C)  And Commanding Officer, Naval Sea Logistics Center  (NAVSEALOGCEN) And Chief Information Officer, Norfolk Naval Shipyard.   Subj:  File transfers between ATMS & NEMAIS.  Status:  Signed 10/29/01

4.  Memorandum Of Agreement Between Program Manager, Navy Enterprise Maintenance Automated Information System (NEMAIS) And Bureau Of Naval Personnel (BUPERS).  Subj:  File Transfers between Navy Enlisted System/Officer Personnel Information System (NES/OPINS) and NEMAIS.  Status:  Signed 10/09/01

5. Memorandum Of Agreement Between Program Manager, Navy Enterprise Maintenance Automated Information System (NEMAIS) And Office Of Environmental Protection/Occupational Safety & Health Naval Sea Systems Command 00T And Naval Shipyard Business Information Manager Naval Sea Systems Command 04X2C And Commanding Officer, Naval Sea Logistics Center  (NAVSEA-LOGCEN) And Chief Information Officer, Norfolk Naval Shipyard  Subj:  File Transfer between OSHRKS-MES and NEMAIS.  Status:  Signed. 10/29/01

The MOAs ensure that the data set requested from the data source authority (legacy system) is complete.  Employees are encouraged to verify their data for accuracy and request corrections as required.  There is a further check provided by validating the interface of data to NEMAIS with thorough, end-to-end testing.  End to end testing consists of a known data set being extracted from the legacy system and processed into NEMAIS.  The subject matter experts at NEMAIS then examine the records and ensure the data is as expected.  Once the data is established, a change transaction data set is sent and processed and the records further examined to ensure the changes processed successfully. The legacy system owner is responsible for ensuring the checks and balances required are present in NEMAIS.  A formal sign-off by the legacy system or process owner, NEMAIS government representative, and NEMAIS interface developer is done after successful testing.  The data is maintained in NEMAIS via the interface; the data is refreshed on an established periodicity; daily, weekly, etc. as agreed to in the MOA.  The data elements extracted from the legacy systems are documented in the MOAs listed above. 

4. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other

a. How is access to the data by a user determined? Are criteria, procedures, controls, and responsibilities regarding access documented? 

b. Will users have access to all data on the system or will the user's access be restricted? Explain. 

c. What controls are in place to prevent the misuse (e. g. browsing) of data by those having access? 

Users of the system will include those performing maintenance of ships and their managers and chain of command as well as those responsible for configuring and maintaining the overall system.  The level or access and the type of information any specific user has is determined by the role assigned to the user.  Extensive security designs using standard profiles or roles are used to define levels of access for employees or system users (included in this group are system administrators and developers).  Specific reviews by Command ADP and Security personnel must be made prior to granting access for new employees checking into the Command.  Roles granting access are derived from the employee’s position or user’s position, need to know, and other factors (i.e., security clearance level).  The development of roles is documented in NEMAIS work product ORG 13-Security Profiles.  Roles are the basis of the security profile. 

NEMAIS also has a privacy act and security banner upon logging into the system to remind users that NEMAIS contains restricted data.  In addition, users will be trained on use of the system during user training where privacy act compliance is covered.  All reports containing privacy act data has the privacy act banner.  What privacy data consists of and the Privacy Act compliance rules are documented in NEMAIS position paper “Privacy Act Implementation” dated 11 October 2001.  When the program needs to produce the banner is documented in NEMAIS APP 30 – Privacy Act Compliance.  

Developers do not have access to the production data, development is done in the sandbox and tested by subject matter experts before code is applied to the production system.  Sample data in the sandbox, required so the code has data on which to run, does not contain privacy act data.   

Managers can access privacy act data of employees for whom they are responsible in the  normal performance of their duties.  They cannot access data concerning their management or employees in other departments or divisions.  NEMAIS has the ability to implement structural authority, which allows the managers to access only specific parts of the organizational structure.  So roles limit what data can be accessed and structural authority limits to whom. 

. 
5.  Do other systems share data or have access to data in this system? If yes, explain. 

a. Who will be responsible for protecting the privacy rights of the individuals affected by the interface? 

NEMAIS does not share data with other systems nor do they have access to the data.  NEMAIS processes data that is extracted from other systems, extracts data and forwards it to the systems discussed in paragraph 2, and produces reports.  System integrity is intact; no data is shared.

6.  Will other activities share data or have access to data in this system?

In Phase A, NEMAIS services the following activities; SIMA Norfolk, RSG/RBO Norfolk, NRMD, RRCs, SUPSHIP Portsmouth and SUPSHIP Newport News.  Users of the system in these activities will have access to the system in accordance with the roles granted to the user for the performance of their work.   Roles are more fully discussed in paragraph 4.  Users will also be trained in the proper use of the system. 

a. How will the data be used?

The data will be used to plan work.  The solution will integrate and automate the Navy maintenance management processes of financial accounting, work brokering, maintenance planning, scheduling, material ordering, labor charging, quality assurance, and personnel management.  It includes a human resources management module and information regarding individuals performing ship repair work to allow for proper planning of ship maintenance work by identifying employee availability and capabilities and to capture the total costs of ship maintenance work, including labor costs.  Inclusion also facilitates proper training and management of the ship maintenance work force, military and civilian.  For example, to schedule an employee to perform a nuclear weld for a work assignment, we need:  his/her name, skill level, training history, certification, leave schedule, work history, security clearance if the work is in a classified area, his/her emergency contact data in case of an accident, safety information, and health information in case of injury in the performance of the work. 

b.  Who is responsible for assuring proper use of the data?

Overall responsibility rests with the NEMAIS program manager using the controls built into the NEMAIS system and the training provided to all users.  The procedure to obtain a login is designed to support the program manager in carrying out this responsibility.  Individuals' supervisors, Command ADP and Security must endorse their request for a logon.  This is documented in the following NEMAIS Program Office Policy and Procedure (POPP) documents 016-Adding Contractor personnel to the project, POPP 017 – Adding government personnel to the project, POPP 18-Security User ID, Passwords and System AccessPRIVATE "TYPE=PICT;ALT=".  The actual login request is documented in NEMAIS Application document 006 User ID request form.  The login requires a role to be developed for that individual, based on their clearance,  work responsibilities and position.  Role definition is contained in NEMAIS work product ORG 13-Security Profiles.

c.  How will the system ensure that users only get the information they need to know to perform their official duties?

Roles and structural authority will prevent users from accessing information they do not need to perform their official duties.  The level or access and the type of information any specific user has is determined by the role and structural authority assigned to the user.  Extensive security designs using standard profiles or roles and structural authority are used to define levels of access for employees or system users (included in this group are system administrators and developers).  It also limits where that access can be used.  If an individual is not in the organizational structure a manager supervises, the manager may not access that individual’s information.  Specific reviews by Command ADP and Security personnel must be made prior to granting access for new employees checking into the Command.  Roles granting access are derived from the employee’s position or user’s position, need to know, and other factors (i.e., security clearance level). Users of the system will include those performing maintenance or ships and their managers and chain of command as well as those responsible for configuring and maintaining the overall system.  In addition, users will be trained on use of the system and the training will include Privacy Act training.  The system also includes banners and notifications regarding Privacy Act information and requirements for properly labeling and managing data on disks or hard copy.

d.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

NEMAIS only extracts data from legacy systems or has individuals input data that is required in the performance of work. Information regarding individuals performing ship repair work allows for proper planning of ship maintenance work by identifying employee availability and capabilities and to capture the total costs of ship maintenance work, including labor costs.  Inclusion also facilitates proper training and management of the ship maintenance work force, military and civilian.  For example, to schedule an employee to perform a nuclear weld for a work assignment, we need:  his/her name, skill level, certification, leave schedule, work history, security clearance if the work is in a classified area,  his/her emergency contact data in case of an accident, safety information, and health information in case of injury in the performance of the work. 

e.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?

No, the data regarding individuals in Phase A is limited and the aggregation from existing databases provides no additional insights or information retrievable by unique identifier.  As described above, NEMAIS only extracts data to plan work from existing systems in order to make assignments.  The planner is not accessing additional data with NEMAIS; they are accessing one database to retrieve the required information rather than several databases.  No new data or derivations are possible.

f.  Will the new data be placed in the individual’s record or transmitted other database? 

No

g. Can the system make determinations about employees/individuals that would not be possible without the new data?

No new data will be collected.

h.  How will the new data be verified for relevance and accuracy? 

No new data will be collected.  Data the user previously entered into legacy systems is the same data the user now enters into NEMAIS.  Users have access to their data and are encouraged to review it for accuracy and request corrections as appropriate.  This is covered in user training.

i.  If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

Users must have a login (and therefore a role) to access the system.  The password must be at least 8 characters in length and contain 1 number.  The user must change their password frequently and may not repeat the password for the next 5 changes.  This is documented in POPP 18- User Id, Passwords and system access.  The system is also behind a firewall and has completed Data Center Certification, Testing and Evaluation.  The data is in a single system accessed by different modules.  The users’ roles determine what modules (and therefore what data) can be accessed.  Structural authority assures that those users who have access to privacy data do not access data concerning anyone not in their organizational structure.   Specific reviews by the organization command ADP and security personnel must be made prior to granting access for new employees checking into the Command.  Roles granting access are derived from the employee’s position or user’s position, need to know, and other factors (i.e., security clearance level).  When an employee changes position, their role and structural authority (which is tied to the position) changes as well.  In addition, users will be trained on use of the system and the training will include Privacy Act training.  The system also includes banners and notifications regarding Privacy Act information and requirements for properly labeling and managing data on disks or hard copy.

j.  If processes are being consolidated, are proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

NEMAIS is working with the organizations and individuals who currently collect the information that will be incorporated into NEMAIS to ensure that the protection that are in place to ensure that the data about individuals is accurate, current and complete.  The legacy system owner is responsible for ensuring the checks and balances required are present in NEMAIS.  A formal sign-off by the legacy system or process owner, NEMAIS government representative, and NEMAIS interface developer is done after successful testing. These agreements and discussions are detailed in Memorandum of Agreement between NEMAIS and the legacy system or process owner.  There is a further check provided by validating the interface of data to NEMAIS with thorough, end-to-end testing. End to end testing consists of a known data set being extracted from the legacy system and processed into NEMAIS.  The subject matter experts at NEMAIS then examine the records and ensure the data is as expected.  Once the data is established, a change transaction data set is sent and processed and the records further examined to ensure the changes processed successfully. In addition to the controls currently in place for the information being consolidated in or accessed through NEMAIS, the Navy's existing rules for accessing records, and for contesting contents and appealing initial agency determinations are available as a final protection.

7. How will the data be retrieved? Can the data be retrieved by personal identifier? If yes, explain.

Privacy Act data in the NEMAIS solution can be retrieved using Name, Social Security Number, Personnel Number (different from SSN, internally derived from SAP), UIC, Enterprise Structure elements (e.g., Personnel Area, Personnel Subarea), and Personnel Structure elements (e.g., employee group, employee subgroup) within the overall structure of the project.  However, data retrieval by personal identifiers is limited by the configuration using SAP standard reports and a few custom reports.  General inquires by personal identifiers or ad hoc queries to users will not be available.  Structural authority will also limit those with access to privacy act data to access data of those individuals where they would have a need to know, I.e. in their organizational section.

8.  What are the potential effects on subject employees/individuals rights: 

a. Consolidation and linkage of files and systems;


b. Derivation of data;

c. Accelerated information processing and decision making;

d. Use of new technologies.

How are the effects to be mitigated?  

The data in NEMAIS is not new data; it currently resides in legacy systems for the same purpose it is being extracted from legacy and processed into NEMAIS.  The only data that is extracted is that which is required to plan work.  No new data is derived nor are there any new technologies involved.  NEMAIS is not linking systems; data is extracted from other systems and loaded into NEMAIS or extracted from NEMAIS and pushed to legacy systems.  Files within the systems are linked but access is controlled through roles and structural authority.  

There are no anticipated effects to employees/individuals rights from the consolidation of data, its use in ship maintenance planning and execution, the accelerated access to existing information or the use of a consolidated database tool.  The intent of NEMAIS is to more effectively and efficiently plan and execute ship maintenance work.  While work assignment will be made, documented and tracked in NEMAIS, the decisions will be based on the same criteria available now with, at a minimum, the same protections on the accuracy and completeness of the information contained in the system about employee qualifications and availability.  In addition the accelerated information processing may ultimately improve employee access to training and information to be qualified for planned work.  All users will be trained on the necessary controls and handling of privacy act data, including accuracy and completeness and the consequences of violations.

9.  Explain how the system and its use will ensure equitable treatment of individuals. 

a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites? 

b. Explain any possibility of disparate treatment of individuals or groups. 

The NEMAIS solution is a single instance or database to be used by multiple sites.  All updates and maintenance of central HR master data in the NEMAIS solution will be performed by a single source.  In Phase A, access and operation will be limited to the few facilities in the Norfolk area:  SIMA Norfolk, RSG/RBO Norfolk, NRMD, RRCs, SUPSHIP Portsmouth and SUPSHIP Newport News.  However the fact that all users will be accessing the same data regardless of physical location will ensure commonality of the data.  The business process reengineering that is part of NEMAIS and the user training establish common business practices at all sites to ensure that use of the system and the data is consistent in all sites. As additional Phases are implemented, additional review may be required.

10. What are the retention periods of data in this system? 

a. What are the procedures for eliminating the data at the end of the retention period? Where are the procedures documented? 

b. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations? 

All Privacy Act information will be retained in accordance with current record retention schedules and protocols are being established and documented as part of the life cycle management plan for the project as a whole for purging the records.  For the limited scope of Phase A, the relevant records are the civilian time and attendance are required to be maintained at the local office for 6 years and then destroyed. 

11.  Is the system using technologies in ways that the Navy has not previously employed?  How does the use of this technology affect the individuals’ privacy?

NEMAIS is not using technologies in ways that the Navy has not previously employed.  MSC and SPAWARs have both used Enterprise Resource Planning tools.

12.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.

No, the structure and configuration of NEMAIS will not provide the capability to identify, locate and monitor individuals.  NEMAIS allows supervisors to assign work and monitor work performance only.
13.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain. 

No, the structure and configuration of NEMAIS will not provide the capability to identify, locate and monitor groups of people.
14. What controls will be used to prevent unauthorized monitoring? 

The structure and configuration of NEMAIS will not provide the capability to identify, locate and monitor individuals.  Roles and structural authority controls access to data in NEMAIS.  The role and structural authority provided to a user is based on their position, clearance and need to know.  
15. Under which Systems of Record notice (SOR) does the system operate? Provide number and name. 

The system operates under System of Record Notice #N05000-2
16.  If the system is being modified, will the SOR require amendment or revision? Explain. 

The SOR will not require amendment or revision for Phase A since all of the information being assembled from existing data systems will be for the same purposes and use falls with the SOR.  NEMAIS will work with the NAVSEA and Fleet Privacy Act offices to determine whether the full scope of NEMAIS requires an amendment or revision to the SOR.
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