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Location/Section: Initiation (Preparation)
Establish IA Organization
The Program Manager must appoint an Information Assurance Manager (IAM) in writing.  The IA Manager is responsible for establishing, implementing, and documenting the certification and accreditation process.  The IAM will appoint Information Assurance Officers (IAO) to provide support in managing the IA program.  The IAM will also identify privileged users (network and system administrators).  The IA organization may also include an Information System Security Engineer (ISSE) to provide technical support to the IAM.  (See IA Pos. Desc (from 8500.2, para 5.9) 
Information Assurance personnel may be permanently assigned to the program or may be matrixed to support a program.  These people can be either government personnel or contractors.

Identify the Designated Approval Authority (DAA)

Designated approval authority is responsible for reviewing accreditation recommendations and providing an initial authority to operate or a full authority to operate. (See DAA Role (from 8500.2, para 5.8))

Identify User Representative

The User Representative is the individual or organization that represents the user or user community in the definition of the information system requirements. )See User Representative Role (from DODI 5200.40, para  E2.1.62))

Identify the Certification Authority (CA)

The official responsible for performing the comprehensive evaluation of the technical and non-technical security features of an IT system and other safeguards, made in support of the accreditation process, to establish the extent that a particular design and implementation meet a set of specified security requirements.  (See CA Role (from DODI 5200.40, para E2.1.9))
Location/Section: Initiation (Define Problem)
Identifying and Tracking IA Requirements

Begin to identify discrete IA requirements, the requirements source, and the method to be used to demonstrate/document its satisfaction.

1.  Specified IA Requirements

A system may have IA requirements levied through controlling documents such as an ORD or Initial Capabilities Document (ICD), expressed as key performance parameters (KPP).  IA Manager/Staff will review requirements and ensure these are translated into requirements in the project charter, Requirements Traceability Matrix (RTM), and other IA documents.

2. Baseline IA Controls

Fundamental IA requirements for DoD information systems are established in DoDI 8500.2 as Mission Assurance Category (MAC) and Confidentiality Level specified in the formal requirements documentation or by User Representative on behalf of information owner.  

a. MAC – primarily used to define requirements for availability and integrity

b. Confidentiality levels are based on sensitivity or classification of the information.

Applicable baseline controls are documented in the RTM.  (See Defn (8500.2, para E2.1.38) and Defn (8500.2, para E2.1.8))
3. Policy and Guidance
IA manager reviews applicable policies and guidance imposed by DoD, component, or other echelon with authority over program.  (See DISA IA Support Environment web site.)  Those policies that are applicable are included in the RTM.

4. Risk Analysis
IA manager prepares an initial comparative analysis of threats to the systems and IA protection requirements.  Outputs include:

a. Additional IA requirements

b. Residual risk

Location/Section: Initiation (Business Case)

Resourcing for IA

1. Identify Staff Requirement Costs

IA professional support can be provided by government employees on PMO staff or by a support contractor.  The scope of the anticipated workload varies from establishing and maintaining documents to assist IA manager implement IA strategies.

IA staff should be technically knowledgeable in IT system design, security design, and the security policies and procedures that satisfy the security requirements.

2. Identify System Engineering Costs
Determine RDT&E costs to support the needs of the PMO and security engineers to develop the functions the system will perform.  Identify costs for interfaces with the other systems, interactions across system interfaces.

3. Identify Procurement Costs
Determine procurement funds necessary for the production or procurement of IA solutions.

4. Identify Certification and Accreditation (C&A) and Security Test & Evaluation (ST&E) Cost
Determining the applicable security requirements is essential to the development of the minimal security requirements necessary for the certification and eventual accreditation of the system.  Upon identifying the security requirements (RTM) identify the timeframe and cost necessary to conduct the C&A process and ST&E to develop a risk-based management system.

5. Identify Maintenance Costs
The operational scenarios in the DoD components may vary to a wide degree.  IT resource operational costs should be identified to ensure the computing environment infrastructure maintains the secure operation of certified and accredited IT systems in accordance with the SSAA.

Location/Section:  Initiation (Project Charter)

Develop Acquisition Information Assurance (IA) Strategy  

The IAM should form a Working-level Integrated Product Team (WIPT) to develop the Acquisition IA strategy.  The team should be composed of SMEs familiar with the system, the use of the systems, and the operational and system architecture within which the system will function.  The Acquisition IA strategy should be included as an exhibit to Project Charter.

Strategies for programs that are early in the acquisition life cycle will be necessarily at a higher level and less definitive than programs later in the life cycle.  The level of detail in the acquisition IA strategy will increase as a program transitions from one acquisition phase to the next.

(See Defense Acquisition Guidebook, Section 8.4.2 (Draft))

The following describes the content of the Acquisition IA Strategy.

1. Identify Program Category & Life Cycle Status
Describes key features of the acquisition program to include:

· Acquisition category of program.

· Program’s current acquisition life cycle phase and next milestone decision.

· System designation (mission critical or mission essential) IAW DoDI 5000.2

2. Identify Mission Assurance Category (MAC)
Establishes the requirements for availability and integrity, and security classification, sensitivity, and need-to-know confidentiality requirements.  This information is also used to develop appropriate tests and certification procedures. (See DoDI 8500.2)

3. Identify Program Confidentiality Level
Establishes acceptable access factors, such as requirements for individual security clearances or background investigations, access approvals, and need-to-know determinations; interconnection controls and approvals; and user access methods.  (See DoDI 8500.2)

4. System Description
Describe the system to be acquired in functional terms.  The should include:

· A high-level overview.

· Block diagrams showing major elements; subsystems and how they fit together.

· Describe, at a high level, the IA architecture that will secure the system information, including any protection to be provided by external systems or infrastructure.

· Descriptions of the functions, information exchange requirements (IER), interfaces with other IT or systems and databases supported.

5. Threat Assessment
Describe the known threats to the system and the methodology used to determine these threats.  Specific threats unique to the system’s mission or area of proposed operation should also be described.  At a minimum, state whether the DIA Generic IT Threat Database and the DISA Vulnerability Management Database were used as a basis for determining security requirements.

Information Sources:

STAR

DIA IT THREAT DB

DISA Vulnerability Mgt DB

Information Operations Capstone Threat Capabilities Assessment (DIA document)

6. Risk Assessment
Describe the risk management approach to balancing the importance of information and supporting technology to the system’s mission against the documented threats and vulnerabilities, the trustworthiness of users and interconnecting systems, and the effectiveness of IA solutions.

Information Sources:

STAR

DIA IT THREAT DB

DISA VM DB

7. Information Assurance Requirements

State whether the methodology described in IA Requirements Identification and Tracking Methodology is being followed.  If not, describe the methodology being employed by indicating the management reviews, project plans, or other processes that will be employed to ensure IA requirements are being adequately addressed.

8. Acquisition Strategy

Describe how IA is addressed in the program’s overall acquisition strategy document.

· Describe how the acquisition RFP(s) will include IA requirements and how they will be included in the system design, engineering, and testing.

· Describe how the RFP communicates the requirement for IA trained personnel.

· Define whether the program will be purchasing COTS IA or IA enabled products and verification of NSTISSP No. 11 mandate verification.

9. DITSCAP Information Technology Security Certification and Accreditation Process

Describe the program’s certification and accreditation process throughout the program lifecycle.  (See DODI 5200.40) Also identify:

· DAA
· CA

· User representative

· Timeline with target completion dates for each C&A phase

10. IA Testing

State whether the IA testing is integrated into the System test plan.

11. IA Shortfalls
Identify any IA shortfalls (IA requirements without an identified and acceptable solution) and the proposed mitigation strategy.  Identify the impact of failure to resolve each shortfall in terms of program resources and schedule, inability to achieve threshold performance, and system or war fighter vulnerability.

12. Policy/Directives
Identify the primary guidance employed by the program in preparing and executing the acquisition IA strategy.

13. Relevant Associated Program Documents
Identify the version/date of the C4ISP and controlling requirements document (i.e., ORD, ICD).

14. IA Point of Contact
Identify the name and contact information for the IAM assigned to the PMO.

B.  Informal coordinating review by component CIO and DOD CIO (ASD(NII) DIAP)

It is recommended that the draft Acquisition IA strategy be coordinated with the component CIO and DOD CIO staffs to ensure that all requirements are clearly stated and relevant requirements addressed.

C.  PM submission of IA strategy to component CIO

This is the formal step of the PM forwarding the Acquisition IA strategy for approval by the component CIO.

D.  Component CIO approval, and forwarding to DOD CIO (as appropriate)

The component CIO will either disapprove the Acquisition IA strategy or approve it and forward it to the DOD CIO for formal review in accordance with the CCA.
E.  Formal DOD CIO review for adequacy and appropriateness

After review the DOD CIO will provide formal notification that the strategy is adequate and appropriate, or provide comments and recommendations for changes.

Location/Section:  This should be started after approval for Initiation phase, and continue throughout the Acquisition phase 

DITSCAP Phase 1, Definition

Initiate activities to document the system mission, environment, and architecture; identify the threat; define the levels of effort; identify the certification authority (CA) and the DAA; and document the necessary security requirements for C&A. Phase 1 shall culminate with a documented agreement, between the program manager, the DAA, the CA, and the user representative of the approach and the results of the phase 1 activities.
Information Sources:
DODI 5200.40 (para 6.3.1)

DITSCAP Manual & Format Guide, DOD 8510.1-M

The following general task will be performed by the IA team while the software and systems integrator acquisition is being conducted.
1.  Acquisition Processes
IA will participate in many of the steps in the Acquisition Phase.  Most of the participation will be focused on providing input to acquisition and contract documents, evaluation of vendor proposals, assessment of vendor proposed products, and reviews of integrator capabilities.  IA personnel may participate in Source Selection Evaluation Board activities.
(See NSTISSP #11)

Supporting Documents:
RFP Templates and Guides

Proposal Evaluation Methods

Software License Agreements

Location/Section: Implementation (Blueprint)
IA Implementation

1. Support System Security Engineering

System Security Engineering includes network, hardware, application, physical, and other elements that make up the total security solution.  IA will assess the proposed security solution to ensure it will provide the appropriate degree of protection to all enclaves and computing environments.  

In the event that the proposed security architecture fails to address all requirements, IA is expected to provide guidance, consultation, and recommendations for changes to the systems architecture.

2. Develop and Implement IA Policies and Procedures for the system
IA solutions are not limited to hardware/software.  Implementing appropriate security, policies, plans and procedures can satisfy IA requirements.

· CM Plan

· Security Policy

· Security Concept of Operations

· Disaster Recovery Plan

· Audit Plans and Procedures

3. Develop and Conduct IA Training

The IA staff will develop an IA training plan for program staff, development and integration personnel, and operations personnel (network and sysadmins).

Training curricula for end-users should be developed to be included functional training curricula.

Location/Section:  Implementation (Design/Build)
Initiate DITSCAP Phase 2 - SSAA 

Details about hardware and software architecture (design info) are added to the SSAA as justification to support the agreed level of certification actions.

· Security and test plans are added to the SSAA and security testing resource estimates are reviewed and refined.  For Certification, Test and Evaluation Plan see DITSCAP Manual & Format Guide DoD 8510.1-M.
· Vulnerability evaluation reports and analysis summary reports are added to SSAA.  Any changes need to be submitted to the DAA, Certifier, program manager and user representative for approval and inclusion in the revised agreement.

· Interfaces with other components of the operating environment of systems being deployed to multiple locations must be verified.  COTS and GOTS products used in the system design must be evaluated to ensure they have been integrated properly and that their functionality meets the security and operational needs of the system.

· Lifecycle management plans must be analyzed to verify that sufficient plans are in place to maintain the security posture.

Location/Section:  Implementation (Transition/Cutover).

DITSCAP Phase 3 Validation

Certification tasks include:

· Certification of software, firmware, and hardware.

· Validation of the security test and evaluation

· Inspections of operational sites to ensure compliance with physical security, TEMPEST and COMSEC requirements.

· Validation of risk management review, contingency plan evaluation, system management analysis.

Certifier evaluates each task as it is completed and documents the results.  The completed task analysis is added to the SSAA.

If the CA concludes that the integrated system satisfies technical requirements, the CA issues a system certification.  If the CA uncovers security deficiencies but believes short-term system operation is within acceptable risk, an Interim Approval to Operate (IATO) may be recommended.

DAA reviews SSAA, after receipt of CA recommendation, and makes accreditation determination, which is added to SSAA.

If accreditation is denied by the DAA, the DITSCAP reverts to Phase I to resolve the issues.

Location/Section: Sustainment/Continuous Improvement

DITSCAP Phase 4 Maintaining Accreditation

1. Configuration Management
Site operations staff and the IA Manager are responsible for maintaining an acceptable level of risk.  Security considerations are reviewed when changes are made to either the IA baseline or to the baseline of the operational computing environment.  The IA Manager is responsible for:

a. Determining the extent that a change effects the security posture of either the system or the computing environment,

b. Obtaining approval of security relevant changes, and

c. Documenting the implementation in the SSAA and site operating procedures.

2. Periodic Security Reassessment

Periodic review of the operational system and its computing environment must occur at predefined intervals defined in the SSAA.  The minimum tasks to be performed in this compliance review are:

a. Site and physical validation

b. Security procedures validation

c. System changes & impact validation

d. System architecture & interface validation

e. Management procedures validation

f. Risk decision validation

An updated SSAA will be required to support re-accreditation of the system.  An IATO or ATO will be issued by the DAA after the SSAA update is approved.
3.  Reaccreditation
The system must be reaccredited periodically as determined by the DAA, but no less than once every three years.

