From:   [[COMMAND/PROGRAM]ING OFFICER/PROGRAM MANAGER]PRIVATE 
To:
   
Subj:   APPOINTMENT AS [COMMAND/PROGRAM] INFORMATION ASSURANCE MANAGER (IAM)
Ref:
  (a) [[command/program]/Program IA Policy instruction]
              (b) DOD 5200.40
              (c) DODI 8510.1-M
              (d) DCID 3/6
     (e) Joint DODIIS Manual


  (f) DOD 8500.1
              (g) DODI 8500.2

  (h) OPNAVINST 5239.1B
1.  In accordance with references (a) ‑ (h), Name, Rank, is appointed as the Information Assurance Manager (IAM) for all computers, peripheral devices, ancillary devices, computer systems and networks located within [[COMMAND/PROGRAM]/PROGRAM NAME]. 
2.  As the IAM for all computers, computer systems, network, peripheral and ancillary devices, your duties shall include:
a. Serve as principal advisor and have direct access to the [[command/program]ing Officer/Program Manager] on all [command/program] Information Assurance matters.  
b. Report all Information Assurance issues directly to the [[command/program]ing Officer/Program Manager].
c. Ensure [[command/program]/program] Information Assurance program requirements are properly implemented.
d. Verify and document that appropriate security tests are successfully conducted on [command/program] computers, peripheral, ancillary devices, computer systems and networks prior to installation and when major hardware or software upgrades/modifications occur. 
e. Ensure that all Certification and Accreditation support documentation is developed, submitted and maintained in accordance with reference (a) – (h).
f. Author and provide the [commanding officer/program manager] with accreditation packages for all computer systems and networks within the [command/program]. 
g. Ensure that all [command/program] computer systems and networks meet security specifications for an acceptable level of risk.
h. Continuously review all System Security Accreditation Plans and complete re-accreditation actions as required.
i. Ensure that proposed system changes are reviewed, and that changes, enhancements or modifications implemented do not adversely impact system security features. 
j. Ensure required contingency plans are developed and tested.
k. Ensure that all [command/program] Information Systems user activities are monitored to verify compliance with established security policies and procedures.  
l. Coordinate regularly with [command/program] Information Assurance Officers (IAO’s) and Network Security Officers (NSO’s), to ensure that precise system-level Information Assurance support is provided and maintained for all [command/program] computer systems and networks.
m. Author and maintain a [command/program] Information Assurance Policies, Processes and required Standard Operating Procedures to ensure the secure design, development, operation and disposition of sensitive [command/program] computing systems and networks.
n. Establish a comprehensive user, manager and administrator Information System Security training program within the [command/program].
o. Ensure countermeasures, both procedural and physical, exist and are working to enhance Information System Security (e.g., key lock and terminal lock safeguards, access control and terminal/isolation barriers).
p. Review user practices and procedures for possible vulnerabilities that may pose a threat to computer security.
q. Ensure compliance with proper media/equipment control, handling, labeling, and disposition procedures.
r. Ensure "need to know" and "least privilege" rules are applied and enforced.
s. Ensure the proper handling, security control, inventory, disposition and destruction of magnetic media within the [command/program].
t. Investigate and report actual or suspected Information System Security incidents, events or violations directly to the [commanding officer/program manager] for further reporting as may be required.
u. Ensure that office procedures and controls that regulate the use of unclassified computer systems attached to modems using black telephone lines are written in accordance with applicable requirements.
v. Ensure that [command/program] personnel who are not specifically cleared for access to sensitive or classified data are monitored and escorted at all times.  Access to [command/program] computer systems or networks processing sensitive or classified data shall be strictly controlled, monitored and limited to only those systems/networks required to fulfill individual responsibilities. Uncontrolled access to [command/program] computer systems or networks processing classified data by un-cleared personnel is strictly prohibited.  Violations must be reported immediately to the [commanding officer/program manager.
                               



   //s//





   [commanding officer/program manager]
Copy to
Security Manager
Designated Approval Authority (DAA)
