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Application Security 

Introduction

Application security is one of the many key components of a projects overall Information Assurance (IA) program.  This paper discusses the key issues, requirements, and roles for establishing and configuring the ERP application software (e.g., SAP R/3, Documentum, Manugistics, etc.) that is to be included in the overall program solution.  Technical environment security (IT infrastructure) and IA program policies are not addressed in this paper.  

Setting up application security for an ERP implementation is a multifaceted process - there are numerous types and levels of authorization that must be considered and established for both the organization and ERP system. The Application Security Team, as the representative of the Project Team, must define and lay out the pathway for the “route” that system users will take to get access to the system and to the specific transactions they need in order to accomplish the work tasks of the new business processes. 

Primarily, the Application Security Team, in close association with Change Management, must define the means to capture anticipated end-user roles, responsibilities, and supporting organizational structures.  To support a successful ERP implementation, these teams must also ensure that specific job roles and profiles created in the new environment are documented so that they map to specific legacy job roles.  This critical effort occurs in two phases. The first phase consists of all the preparatory activities/tasks performed outside the system, i.e., developing implementation tools, establishing and validating the ERP roles and profiles, and mapping organizational members to the profiles. This is a sizable effort that requires coordinated assistance and input from various members of the Project Team  (i.e., Change Management, Business Process, and Training) and members of the Transition Team (particularly department and division representatives who are familiar with legacy jobs and processes). The group given responsibility for this effort should be in place and ready to go at the beginning of the Detailed Requirements & Design Phase. The second phase consists of all the activities/tasks performed inside the system (e.g., constructing the application security authorizations).  This phase commences immediately following the validation and sign-off of the deliverables completed in the first phase.  This phase is the sole responsibility of the Application security Team and is completed during the Build Phase.

Key Decision Points/Factors

· Team Establishment - Organize the Application security Team early in the implementation process and staff it with fully-dedicated members. Ensure that the Team is included in all aspects of the application security and controls design, construction, testing, and implementation. Insist on extensive formal knowledge transfer from the integrator to the team members throughout the implementation effort. Recognize that representatives from other parties, may participate on the Team at appropriate times during the project.
· Rollout Strategy - Decide during the Project Planning Phase if rollout will be accomplished as a “big bang” (i.e., all system users have access at once), or incrementally by groups (established either functionally or organizationally). This decision has critical implications for the distribution of application security passwords, as well as significant impact on other project aspects such as training and change management.

1. End-User Access - In addition to determining the approach to rollout, it is critical for the project to determine its timing. At what point does the end-user acquire system access and what are the prerequisites, if any? Phrased another way, what does a system user need to accomplish before being given the necessary authorizations and access to the system? The Application security Team, with the aid of Change Management, Training, and User Support, needs to devise a procedure for users to: (1) understand the prerequisites to system access (e.g., completion of appropriate training), (2) apply for access, and (3) receive whatever tools are needed to accomplish access (e.g., an initial system password).  This process should be maintained throughout the life cycle of the system to manage new users, changes in access requests, and departing users.

· Scripting Tools - Decide what tools will be used for building the critical components of the  application security system (e.g. user accounts based on activities (roles), profiles, and authorizations). In a large implementation, it will not be feasible to create these components one by one; assess and select automated scripting tools that permit building user accounts in large quantities to meet short deadlines. 

· Project Team Access - Recognize that the access that is provided to the Project Team members will differ radically from that provided to end-users. Make careful, studied decisions about how much and what type of access should be provided to each member of the team based on the tasks they need to perform within the system in order to achieve a fully functional system. It is likely that separate roles and profiles from those established for the end-user community will need to be created. Note that these profiles need to be managed and updated over time, as the responsibilities of the team members change during the various phases of implementation. Have a strategy in place to address these updates, particularly when team members change assignments or leave the project.

Activities and Products

Framework

When addressing the application security and controls issues associated with implementing a system, it might be useful to have a conceptual model depicting the overall framework and the interrelatedness of business processes and application security controls.  


Sample Application security Implementation Strategy

A application security implementation strategy is summarized in Table 10.1 below:

Table 10.1 Sample Application security Implementation Strategy

	Strategy Steps
	Responsible Resource
	Documentation Tool

	Identify appropriate resources from each Business Process Team to complete the application security requirements 
	· Application security Team

· Business Process Team Leads
	· Application security Key Players document



	Design initial job profiles; update them after the process design is complete


	· Functional Team Application security Liaison
	· Job profile template



	Validate the profiles with designated end-users and obtain sign-off from the Business Process Owners
	· Job Design Lead
	· Job profiles

	Conduct application security workshops and develop ERP profiles


	· System Application security

· Change Management
	· Application security Workshop presentation

· Position Mapping Template

	Conduct an audit review of job and ERP profiles

	· Internal Audit
	· Position mapping and job profiles

	Construct the SAP profiles from the ERP profiles via the profile generator


	· System Application security
	

	Conduct user mapping based on positions


	· Job Design Lead

· Change Management
	· User Mapping

	Plan and schedule testing of the  profiles during Integration Testing prior to Go Live
	· Functional Team Leads (with Application security Team)


	· Updated Test Plans


Roles and Responsibilities

It takes the talent and efforts of many teams and individuals to establish effective application security and controls for an ERP implementation, as presented in Table 10-2 below.

Table 10.2 Application security Roles and Responsibilities

	Application security Team
	· Develop Application security Work Plan with deliverable dates; communicate with the core Implementation Team.
· Manage Application security Work Plan and timeline; ensure hand-off to Application security Team from the Business Process Teams for job design takes place on time.
· Review system Hierarchy structure; determine hierarchy that will apply to the project
· Determine strategy on password requirements, application security testing approach, organization structure of application security team, approach to granting critical access, management decisions on how “open” data will be in the system (i.e., field level application security)
· Participate in Job Design Workshops
· Determine content/agenda for Application security Workshops with Job Design Lead
· Determine deliverables needed to construct application security profiles
· Coordinate/facilitate the Application security Workshops
· Construct application security profiles via the profile generator based on job design, user mapping, and Application security Workshop results
· Define process, procedure, and forms for application security administration support
· Work with leads on application security testing (approach, test plans, how to integrate with system test).

	Business Process Team Application security Liaison
	· Conduct user mapping, including training and deployment requirements
· Coordinate/facilitate Job Design Workshops
· Document/update position profiles and job profiles based on design results.
· Validate the position profiles and job profiles from design with designated end-users
· Work with Business Process Team Leads to map end-users to a position profile (one to one relationship)
· Determine content/agenda for Application security Workshops with Application security Team
· Help coordinate/facilitate Application security Workshops with Application security Team
· Transfer ownership of job profiles to Business Process Team Leads and their direct reports

	Internal Audit
	· Review job profiles
· Provide recommendations for segregation of duties and controls

	Change Management Team
	· Map job profiles to positions

· Participate in Job Design Workshops

· Work with Business Process Team Leads to map end-users to job profiles

	Business Process Owners
	· Make decisions regarding job design issues

· Sign off on job profiles

· Map users to positions

	Business Process Team Leads
	· Participate in working sessions on job design, and attend application security reviews at Job Design Workshops

· Plan/schedule the execution of application security testing and documentation of results (user acceptance, positive and negative) during system/integration test


Job Design

As a result of implementing a new system, the job roles and responsibilities of employees may change, some to a greater degree than others.  In order to successfully introduce these changes into the organization, it is necessary to identify and address these job role changes through the job design process.  Management of the detailed changes involves describing the specific tasks to be performed for each position in the new organization and comparing these with the current responsibilities of each position. The job design effort includes the allocation of tasks defined within the scope of the project to job profiles. This is necessary to meet the control criteria for the business and provide a framework for user training. Once the tasks have been grouped into the business processes, a Job Function Matrix that meets the authorization and control requirements of the project can be completed.  The matrix should list all job titles and the associated system tasks that will be performed. 

The specific objectives of the job design and application security processes are to:

· Define the tasks associated with each envisioned job

· Confirm the job profiles

· Provide an appropriate level of internal control

· Provide access to the system for authorized users

· Provide authorized users with access to the appropriate transactions and data

· Integrate application security and functional efforts with audit requirements

The following considerations are essential in job design:

· A job is a set of related tasks and/or functions.  It has little or nothing to do with the individual’s job description.

· An individual’s job may be made up of multiple tasks and functions (“roles”); these will be captured in a single ERP/application security profile assigned to the individual

· When roles are grouped into profiles, conflicting roles (e.g., creating and approving a purchase order) must be segregated into different profiles

The major steps to completing the job design effort are:

· Create draft jobs

· Conduct job design workshops

· Validate jobs with designated end-users

· Finalize jobs

· Analyze jobs for application security issues

· Create draft job (application security) profiles

· Create a draft job profile guide

· Conduct application security workshops

· Finalize job profiles

· Finalize the job profile guide

· Conduct audit reviews of job profiles and position mapping

· Create job profiles in the system

· Evaluate user acceptance (both positive and negative) of the profiles

Role-Mapping Effort

The role-mapping effort defines exactly how users will utilize the system. Starting at the beginning of the Detailed Requirements & Design Phase and continuing throughout the Build Phase, the Application security Team will employ a formal process to document and report detailed role-mapping progress and maximize ownership of the ERP implementation.  Initial mapping of end-users to roles can be performed by definition of ERP positions (“profiles”).  These should be identified for each organization department, and should be developed by persons knowledgeable about the business for each location.  The Job Design Team (a composite group of ERP and organization personnel) performs this function.

End-user mapping should start as early in the application security design as possible since decisions made could require changes to role and position design. The Application security Team should use, to the extent possible, pre-defined job roles supplied with the system. These roles will provide the basis for custom roles and should save a significant amount of development time. End-user role-mappings will be documented in the application security design tool. Final end-user mappings should be approved and signed-off by end-users and Project Management before the application security authorizations are constructed.

The role-mapping efforts will focus on mapping roles to end-users during the Build Phase and will center on working with the Transition Leaders on change management interventions to validate and socialize specific task, job, role, position, and profile descriptions.

Table 10-3 below provides recommended activities for conducting the role-mapping effort.

Table 10.3 Role-Mapping Activities

	Activity
	Product

	1. Prepare for the Role-Mapping Effort
· Develop a Application security Work Plan that defines the means to capture anticipated end-user roles, responsibilities, and supporting organizational structures

· Compile a listing of organizational job titles; enlist the aid of the Human Resources personnel and the Transition Team to help with this effort

· Develop a Role Definition tool to capture role name, role definition, transaction codes, and descriptions.  This document should also provide recommendations for any reports needed in the role.

· Develop a transaction-to-role-mapping tool that lists the transaction codes and shows the roles to which the transaction codes are mapped

· Develop a database for maintaining the roles, profiles, user names, and training requirements. (This invaluable tool will serve multiple purposes).

· Refine the role/profile mapping process in the Application security Work Plan (or Organizational Impact Plan) to clearly outline the responsibilities of the various teams and individuals for the role-mapping effort

· Assemble materials/resources needed for the role-mapping effort (see Appendix G3) and conduct a workshop with all team members assisting with the effort
	· Application security Work Plan

· List of Organizational Job Titles

· Role Definition document (A Microsoft Word Template works well)

· A spreadsheet of transaction codes to processes to roles

· A database of users by roles, profiles and training requirements (Microsoft Access works well)

· Final Application security Work Plan or Organizational Impact Plan

· Role-mapping Workshop; a trained, ready-to-go team

	2. Identify/Define Roles

· Using the role-mapping materials and resources, identify and define system roles by module. Include in each template the role name, role definition, listing and description of system transaction codes aggregated to the role and application security levels, and reports and forms associated with the process. (This initial definition of roles, consisting of logical groupings of tasks, needs to provide adequate detail to lay an initial foundation for identifying potential work group realignment opportunities).

· Assess the revised roles and tasks to ensure that they are consistent with other non-system related responsibilities, and that individual job positions are not being overloaded by the system-related tasks

· Have the initial definition of roles reviewed, validated, and signed-off by the Business Process Team Leads, the Business Process Owners, and an internal audit representative
	· A defined role for each activity identified in the PDDs

· Finalized role definitions

	3. Map Roles to Profiles

· Assign ERP roles to ERP profiles based on a complete understanding of the role/activity relationship to the overall business process
· Map roles to specific end-user jobs. (Each individual’s job will consist of one or many of the roles defined during this activity). Utilize personnel who have in-depth knowledge of legacy jobs to assist with this task.
· Have the profiles reviewed, validated and signed off by the Business Process Owners
	· Listing of ERP Profiles

· Mapping of roles to end-user jobs

· Finalized ERP Profiles

 

	4. Assign Individuals to Profiles

· Provide a Application security Workshop to organizational members who will be assisting with this effort
· Assign ERP profiles to organizational members who will have access to the system
· Conduct several iterations of the mapping effort
· Once the final end-user profile mapping effort has been completed, have Business Process Owners and ERP Project Management review, validate and sign off
	· Personnel mapping Workshop

· Preliminary User Mapping Matrix

· Finalized User Mapping Matrix

	5. Construct ERP Profiles in the System

· Construct application security profiles via the profile generator based on job design, user mapping, and Application security Workshop results
· Conduct testing of new system Profiles during Integration Testing prior to Go Live
	· Preliminary system Application security Profiles

· Final system Application security Profiles


Important Dependencies 

	Business Processes
	The completion and validation of the new business processes (as documented in the PDDs and BPPs) are essential to the application security effort.  Job design, role-mapping, and application security authorization construction cannot commence until the processes are finalized and frozen.

	Configuration and Software Development
	The Application security Team establishes the authorizations and profiles in the accounts for internal users (e.g., Project Team members) to access modules in the development environment.

	Testing
	The Application security Team configures the system roles and establishes the testing user accounts to allow system transactions to be executed in each Client.  In addition, the Application security Team works with the Test Team to resolve user authorization errors encountered during testing.

	Change Management
	Role definition, profile establishment, and role-mapping tasks are primarily accomplished by the Change Management Team. The Application security Team utilizes this output to form the basis of the application security roles and profiles that grant access to system transactions. Once system application security is in place, Application security continues to work closely with CM to evaluate the impacts of altering roles and profiles or profile assignments on overall system application security. 

	Training
	The Application security Team establishes the training accounts whereby members of the Training Team can access modules in the development environment to validate training concepts; class attendees can access the training clients during hands-on exercises.


Resource Considerations

· Core Application security Team.  Team members, who will have responsibility for the application security function, should be identified early in the implementation effort.  There should be sufficient numbers to assign at least one application security monitor to each of the Business Process Teams during the Detailed Requirements & Design and Build Phases.  Application security Team resources also need to be close at hand during testing and post-Go Live to provide immediate response to user authorization issues.

· Audit Organization.  An internal audit or other independent audit organization representative should be available to review the roles/profiles for separation of duties.

· Subject Matter Experts.  Persons knowledgeable about legacy job positions should be available to assist with the specific end-user mapping to profiles and/or roles.

Lessons Learned

· Keep Application security Simple.  When designing the application security system, bear in mind that “simpler” can be more efficient. Consider 1) licensing costs, 2) the time and cost to assign initial application security to a new system user, change application security for an existing user, and set up application security for a substitute, and 3) the workload involved in profile maintenance.

· Application security Plan.  Engage key players (e.g., Business Process Owners, Change Management, Application security, Business Process Team Leads, Internal Audit, and Application security Liaisons) in a coordinated effort to develop an effective application security strategy.  Document the strategy and update it as needed. Use the plan to establish steps and milestones; monitor the effective and timely completion of each step/milestone.  

· Minimize Changes.  Once application security roles and profiles have been agreed to and signed-off, keep changes to a minimum before rollout. Making changes can significantly impact training preparedness, change management, and other application security tasks.

· Role and Profile Assessment.  Thorough testing in all test phases  (Unit, Functional, Integration) is essential.  Develop a Application security Test Plan and make sure test cases incorporate use of each role for both positive and negative tests.  Identify who will do the testing and when testing will be completed. Redo tests if/when roles and profiles are modified. Conduct internal audits of roles and profiles to ascertain that proper controls are in place and duties have been segregated as necessary.

· Post-Go Live Support.  The Cutover and Ramp-Up Plans will need to incorporate the strategy for distribution and activation of user accounts.  Even with thorough testing, all application security authorization objects and values may not have been tested.  In addition, individual user profiles/role assignments may not match the tasks their organizations are expecting them to perform.  Plan for a high volume of trouble calls in the early days of post-Go Live for user authorization issues.  Staff accordingly and have procedures in place to expedite transports for corrections.

· Application security and Control Procedures.  Ensure that procedures are established for future role and profile changes. Consider creating an approval matrix of roles and profiles by Business Process Owner and, in some cases, by accounting personnel to enforce proper separation of duties. Build the consultation of this approval matrix and notification of the appropriate approving Process Owner into the process of changing any individual’s profile or role assignment.
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This guide was provided by SPA WAR San Diego based on lessons learned by their ERP program office.
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